Domain Validated (DV) SSL/TLS Certificates request

Certificate Request
1. Visit HARICA’s CertManager and sign up to create your account.

Your personal information must be accurate and fully matched (letter-by-letter) with a
government-issued identification document.

Once you log in, from the side bar, click Server Certificates. Then, Start here.
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3. You can tag your request with a friendly name (optional) and add the requested domain
name(s). Press “Next”.
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DV SSL/TLS Options
HARICA can issue the following DV SSL/TLS Certificates types:
o SSL DV (Domain Validated): SSL/TLS Server Certificate that includes one or more
FQDNs (e.g. serverl.example.com, www.amnb.gr, www.arB.eA)

Friendly name (optional)
Friendly name (optional)

my certificate ‘

my certificate ‘

Add domain names
Add domain names

example.harica.gr v ‘

example.harica.gr v ‘ Include www.example.harica.gr without additional

cost.

Include www.example.harica.gr without additional
cost.

xn--gxa2abe.harica.gr v ‘

teat.harica.gr Q ‘ The domain name can contain a-zA-Z 0-9 and - . Unicode: teot.harica.gr

xn--gxa2abc.harica.gr

Include www.xn--gxa2abc.harica.gr without
additional cost.

+ Add more domain names + Add more domain names
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o SSL DV Wildcard (Domain Validated - Wildcard): SSL/TLS Server Certificate that
includes one or more wildcard domains (e.g. *.examplel.com, *.an8.gr, *.amnb.e\)

Friendly name (optional)

my certificate

Add domain names

* harica.gr

Contains harica.gr without additional cost.

* harica.eu

Contains harica.eu without additional cost.

+ Add more domain names

o SSL DV Onion (Domain Validated - Onion): SSL/TLS Server Certificate that includes
one .v3 RFC 7686 ".onion" special-use Domain Name with up to 10 subdomains.
(e.g. 4gmrlefxkgdmtan6a2lqwfwa7undbrjlatka75nwdczemggwn3wznnad.onion,
mysite.4gmrlefxkgdmtan6a2lqwfwa7undbrjlatka75nwdczemggwn3wznnad.onion)
base .onion

Friendly name (optional)

my certificate

Add domain names

nnwybkneecaZ7ug/wihwrobgpbgv36jyd.onion

mysite.dznébvottgpommypocwdyx57nnwv 5k

+ Add more domain names



o SSL DV Wildcard Onion (Domain Validated — Wildcard Onion): SSL/TLS Server

Certificate that includes one .v3 RFC 7686 wildcard ".onion" special-use Domain
Name (e.g.

4gmrlefxkgdmtan6a2lqwfwa7undbrijlatka75nwdczemggwn3wznnad.onion)

Friendly name (optional)

my certificate

Add domain names

*dznBbvottgpommypocwdyxb57nnwvSkneecalug

Contains

dznébvottgpommypocwdyxS7nnwvSkneeca7ug/wih
wrobgpbqv36jyd.onion without additional cost.

+ Add more domain names

4. Select the type of your certificate (DV), press “Next”.

Select type of certificate

Domain Validated

This is the entry-level validation type of SS5L/TLS ]
Certificates. Your certificate will only include

validated Domain Name(s).



5. Select the validity of the requested service, press “Next”.
*Please keep in mind that HARICA's SSL/TLS Certificates have a maximum validity of one (1) year. This
limitation is enforced by the CA/Browser Forum and Certificate Consumers (e.g. Apple, Google,
Microsoft). Choosing to purchase a certificate for 2, 3, or 4 years means you will get a new certificate
for the remaining time without any additional cost. You will receive expiration notifications before
each certificate expires.

Select the duration of your certificate

1year

Get your certificate for one (1) year validity. Selected

2years
Get your certificate for two *(2) years validity, with
10% discount.

3years
Get your certificate for three *(3) years validity,
with 20% discount.

4 years
Get your certificate for four *(4) years validity, with
30% discount.

Submit Request

6. You have the option to generate the private key and the certificate request file
(.csr/.req) automatically on your browser or submit your .csr.
The “Auto-generate CSR” option requires you to select the key type/size and set a
passphrase that you must remember since it will protect the private key of your
certificate.
Press “Generate Private Key, CSR, and submit order”

Submit Request

© What is a CSR?

Auto-generate CSR or Submit CSR manually

You will create a Private Key in your browser and your CSR will be auto-generated.

@ Algorithm O Key size

RSA (default) v 2048 (default) v

Set a passphrase

I understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

I, Giannis Kostopoulos , declare that | read and agree with, by submitting this request, the Terms of
Use and the Certification Practices of HARICA. | also agree that HARICA shall process, use and store
the data from this request in accordance with the Data Privacy Statement.

< Back Generate Private Key, CSR, and submit order



7. Download your protected private key and then press “Continue”.

Request submitted successfully

You have generated a Private Key and your certificate order has been submitted.

You must :

- Download your Private Key.

ATTENTION: This is the ONLY TIME you can perform this action, you cannot
download the Private Key later.

As you have selected
DV Certificate
in the next steps you have to validate:

- The FQDN(s)

After that you can continue with the certificate issuance process.

| have downloaded my private Key

Domain(s) Validation

8. Depending on the type of your requested certificate, you have the following options for
the domain validation procedure.

Validate example.harica.gr

Select the method to validate this domain

Validate via “Constructed Email to Domain Contact”

We will send you an email to a pre-defined email address of your
choice.

Validate via “Agreed-Upon Change to Website”

You have to upload a file provided by HARICA to a specific location on
wour server. We will periodically check this location to verify the
change.

Validate via “DNS Change”

You have to add a DNS TXT record, to the selected Authorization
Domain. We will periodically check this domain to verify the change.

< Back



o Validate via “Constructed Email to Domain Contact”
Applies for SSL DV, SSL DV Wildcard
Select a pre-defined email address of your domain to receive a confirmation
email.

Validate via “Constructed Email to Domain
Contact”

Validate via “Constructed Email to Domain
Contact”

We will send you an email to a pre-defined email address of your
choice
We will send you an emall to a pre-defined email address of your
Select an email recipient: choice.
Select an email recipient:
admin v |@ example.harica.gr v

admin
administrator
webmaster
hostmaster
postmaster

admin v @| example.harica.gr w

example.harica.gr

(Change to Website” (" select ) harica.gr
o Validate via “Agreed-Upon Change to Website”

Applies for SSL DV, SSL DV Onion, SSL DV Wildcard Onion.
Upload a file, provided by HARICA, to a specific location on your server.

M i
Validate via “"Agreed-Upon Change to Website

sload a file provided by HARICA to a specific locatio

ou have to

on your server. We will periodically check this location to verify the

change.

Please download this ( file ) and upload it to the following location on

Your server:
http://example.harica.gr/.well-known/pki-validation/FuSOyqVL31qgsm4
OFC4

http:/www.example.harica.gr/.well-known/pki-validation/FusOyqVL31q
gsm40OFC4

o Validate via “DNS Change”
Available for SSL DV, SSL DV Wildcard.
Add a DNS TXT record to the selected authorization domain.

Validate via “DNS Change”

dd a DNS TXT record, to the selected Authorization

fe will periodically check this domain to verify the

Select Authorization Domain

example.harica.gr v

example.harica.gr
harica.gr

DNS record; example.harica.gr IN TXT "Harica-182tAfHD8NnlICWY2pz"




9. After selecting your preferred domain validation method, press “Submit and back to
dashboard”.

Server Certificates / Request new certificate

1. Request 2. Validate

DOMAIN SUBMISSION
VALIDATION
Submit validation request
After this submission you must:
Add the DNS record IN TXT to example.harica.gr

Check the status of the validation process and get your certificate, from your dashboard.

< Back Submit and back to dashboard

Request status

10. The request is pending until the domain validation is completed. There are some actions
available (e.g. cancel your request, speed up HARICA’s check for your DNS/Website
changes), by selecting the arrow icon on the right.

Status
Server Certificates

Reues new ertifate
Waiting for: 1 task Change Domain Validation
Pending requests Order details

ov mycertficate  examle harcag Waiting for 1 task (_change Domain validation | Cancel request

Validate DNS Change

Certificate acceptance, payment, and retrieval
11. When the domain validation is completed you can proceed with the certificate
acceptance. Press “Continue to get your certificate”.

Server Certificates
Issued certificates

ov my certificate  exampie harica gr Continue, to get your certificate b



12. Check the certificate information and press “Accept”.
Server Certificates / Get your certificate

1. Request 2. Validate 3. Retrieve

O
ACCEPT

Accept your certificate

Your certificate is ready. Please check the following information and press “Accept” to continue. In case you don't

agree, you can press "Decline” and request a new certificate.
Subject DM
CN=example harica.gr

Subject Altername Namels)
DNS Name=www.example.harica.gr

DNS Name=example harica.gr
Valid from Valid to
Thursday, February 25, 2021 Friday, February 25, 2022

I. Glannis Kostopoulos . declare that | read and agree with, by submitting this request, the Terms of Use and
the Certification Practices of HARICA. | also agree that HARICA shall process, use and store the data from

Get your

this request in accordance with the Data Privacy Statement.

will be revoked certificate

13. Provide your billing details and press “Continue to payment”.

Payment

You may proceed with the payment order and certificate retrieval.

You will be redirected to a safe bank enviroment where you will securely purchase your certificate.
Then, you will be redirected back here to download your certificate.

Click here to view our payment policy

Enter your billing address details

Country Zip code

Greece v 12345

City

City ‘

Address

Address ‘

Save my billing details. [ I'request invoice for my transaction.

Items
Harica SSL Certificate

Cost 0.01€
VAT 24% 0.00€
Total cost including VAT 24%  0.00€

Continue to payment



14. After the successful payment of your order, you can retrieve your certificate in different
formats.

Server Certificates / Get your certificate

1. Request 2. Validate 3. Retrieve

O

ACCEPT PAYMENT FINISH

Get your certificate

Thank you for your purchase!
Your certificate is ready.

This is your revocation code:  e832bf2e58ac34e63323b544557124¢

We have also sent you an email with the above code.

In case you don't have access to HARICA's CertManager and you need to revoke this certificate, please contact HARICA's customer support and
refer to this code.

Please choose the type you want to retrieve your certificate

G o)

Typical text format Typical binary format Typical text formatincluding ~_ 1YPical text format
including all certificate

all certificate chain
chain with the cross

certificate

Fi and return to dashboard



